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Abstract 
Text based passwords are the most widely used authentication mechanism in multiuser environment. Creating strong 
password is often a difficult task for users. Multiuser environments employ some password composition policy for 
users, which require a password containing alphabets (both lowercase and uppercase), numerical digits and special 
symbols. These policies become obstacle for users in creating good password that satisfies the specific policy. Users 
favor memorability factor without considering its security against an attacker. Memorability is important because if a 
user forgets password then usability of the system decreases. This paper presents a ProActive random password 
generation technique. A random password is generated by inserting random digits and special symbols in a randomly 
chosen word. Generated password is checked against certain attacker approaches through ProActive analysis. If 
ProActive analysis results positive then password is discarded and process starts all over again. To help users in 
memorizing password, both how the password is generated and word used to generate the password is sent.  
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1. Introduction 
Text based username-password is the most commonly employed authentication mechanism in many 
multiuser environments. These multiuser applications, while registering users to their application, some 
applications allow users to create password their own and others generate random password and supply to 
users. Various surveys have shown users created passwords are less secure than system generated 
passwords. Most user created passwords can be found in common password lists on internet. The user 
created passwords can be guessed easily, with a bit of social engineering like user’s personal information 
or type of application. System generated passwords cannot be guessed easily and have no relevance with 
the user’s personal information and type of application but are hard to remember. 
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To enhance the security of user created passwords, system administrators and organizations employ a 
set of rules, called password composition policy, which users should incorporate in their passwords. One 
of the password composition policy suggested by NIST is that a minimum of eight character length 
password and it must include at least one uppercase letter, one lowercase letter, one digit and one special 
character [1]. The purpose of such policies is to expand the search space of passwords. An important fact 
is that when users are allowed to select their password, they favor memorability of password without 
considering its security against an attacker. In environments where such password composition policies 
are used, users try to find an easy escape from it. For example, users create passwords like “#Diamond#”, 
“Alok@123”, which can be guessed easily and weak but satisfies the policy. 
Text based password authentication systems involve a tradeoff between security and memorability of 
passwords. Some passwords are easy to remember but also easy to guess for an adversary. Random 
passwords are hard to remember and hard to crack because they are made up of arbitrary sequence of 
characters [2]. Several studies have examined how password composition policies affect users. In a study 
by Komanduri et al. reveals how password composition policies influence the predictability of passwords 
and as well how they affect the user behavior and sentiments. Their results demonstrate that successfully 
creating a password is significantly more difficult under stricter password composition policies. They 
measured how many people failed at least once to create an acceptable password and further observed 
how users deal with it [3]. 
2. Related Work 
2.1.  Alpha-Numeric Random Passwords 
 This is the simplest random password generation technique. In this, random passwords are generated 
by choosing characters randomly from the defined character set. To generate a random password of 
specific length, above step is repeated that many times. For example, a character set with lowercase letters 
(26), uppercase letters (26) and digits (10) and password length of six. The cardinality of the character set 
is 26 + 26 + 10 = 62. Now, there are 62 choices for each six positions. Total password space of the alpha-
numeric scheme is given by equation (1). 
62 × 62 × 62 × 62 × 62 × 62  =  626  §  5.68 × 1010 § 235.7                    (1) 
The cardinality of password set is 235.7 say | P |. Any password chosen from P, has entropy of 35.7 bits. 
This entropy metric is used to determine the strength of passwords. The alpha-numeric passwords have 
highest randomness among all the three methods, which also make them harder to remember. 
2.2. Pronounceable Random Passwords 
Pronounceable random password generation techniques make use of language specific (like English) 
properties and generate pronounceable random string. The objective of the scheme is to utilize the speech 
facilities of the user’s mind to assist in remembering the password. Ganesan and Davies described a major 
flaw in pronounceable passwords schemes. These schemes choose syllables based on their frequency in 
English language, using complex rules to achieve pronounceability [4]. 
Leonhard and Venkatakrishnan defined a PRONOUNCE3, pronounceable random password generator 
that does not have the flaw described above [5]. The PRONOUNCE3 generator defined five vowel 
elements (a, e, i, o, u) and twenty two consonant elements (b, c, ch, d, f, g, h, j, k, l, m, n, p, ph, r, s, st, v, 
w, x, y, z). A password generated using PRONOUNCE3 scheme has entropy of 30.8 bits. The entropy 
30.8 bits is less than alpha-numeric’s 35.7 bits but PRONOUNCE3 passwords have better memorability. 
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2.3. Mnemonic Phrase-Based Random Passwords 
Some systems suggest users to create mnemonic phrase-based passwords. Kuo et al, defines mnemonic 
phrase-based password is one, where a user chooses a memorable phrase and uses at least one character 
(often first character) to represent each word in the phrase [6]. Ideally, your password should contain a 
mixture of lowercase and uppercase letters, digits and special symbols. 
The mnemonic phrase-based passwords appear hard to guess than regular passwords. The security of 
mnemonic phrase password is better because they do not appear in any dictionary and usually contain a 
good mixture of letters, digits and special symbols. Kuo et al, build a dictionary of 400,000 mnemonic 
passwords using mnemonic phrase found commonly on internet. They cracked 4% of mnemonic 
passwords, in comparison, a standard dictionary with 1.2 million entries cracked 11% of cracked 
passwords. They shown it is possible to create a dictionary to crack mnemonic phrase passwords [6]. 
3. ProActive Random Password Generation System 
The password generation system is divided into two modules.  
3.1. Random Password Generation 
For random password generation, first a word is chosen randomly from the wordlist. The wordlist is 
prepared from a standard dictionary file. The memorability of these words is quite good for users. Now, 
random digits and special symbols are inserted in the randomly selected word at random positions. The 
random numbers are generated using a high quality random stream. The count of random characters can 
be specified according to the policy need and we recommend minimum of three. The generated password 
is sent for the ProActive analysis. 
3.2. ProActive Analysis 
The ProActive analysis tests the generated password against some attacker approaches. If the 
generated password is found positive in ProActive test then it is discarded and the process starts all over 
again. This ProActive test ensures that password cannot be guessed on the fly. The ProActive analysis 
perform a series of tests on the generated password like it does not contain more than three consecutive 
letters (either lowercase or uppercase), three or more consecutive sequential letters or digits from alphabet 
set and all the inserted characters are not same. There is no need to perform any dictionary check as it will 
never happen. This ProActive analysis confirms that generated password does not contain any easily 
predictable pattern. If any of the tests found positive then password is dropped instantly. 
4. Implementation
The proposed system is implemented in ‘C’ language on windows 7 operating system. The wordlist is 
prepared from a standard dictionary file and stored in a text file, one word per line format. The output of 
the system present “random word”, “generated password”, “random character string” and “random 
position string” on the output screen as shown in fig. 1. Here, “random word” is word used to generate 
random password. Each digit in “random position string” represents the index of digits or special 
characters present in “random character string” respectively. Output of system can be redirected to 
desired application and can be stored in desired format as per need.  
132   Abhishek Bafna and Sandeep Kumar /  Procedia Technology  4 ( 2012 )  129 – 133 
Fig. 1. Output screen with five passwords generated.  
5. Evaluation 
The security of generated passwords is measured on the following two metrics. The generated 
passwords are safe against simple dictionary attacks and common wordlists, which found on internet. 
5.1. Levenshtein Distance 
Vulnerability of passwords to dictionary attacks with mangling rules can be measured by determining 
the similarity between password string and common dictionary words [7]. The Levenshtein distance 
metric calculates the distance between two strings by counting and then adding the minimal number of 
single character manipulation required, such as insertion or deletion, to make the strings equivalent. 
Campbell et al, in its experiment calculated the Levenshtein distance score for passwords using Fedora 
Core 5 English dictionary [8]. They separated passwords into two clusters, one with zero to two edit 
distances and other with four to six edit distances. Their results have shown that passwords with three or 
more Levenshtein’s edit distances are safe from dictionary-style attacks. The passwords generated have 
minimum of three Levenshtein’s distance from the dictionary words. 
5.2. Password Entropy and Brute Force Approach 
The brute force approach requires an attacker to test every possible combination as password. The 
character set for this technique contain lowercase (26) and uppercase (26) letters, digits (10) and special 
symbols (8). The cardinality of character set is 26 + 26 + 10 + 8 = 70 characters and minimum password 
length is eight. According to brute force approach, there are 70 choices available for each position in eight 
length password. Total search space is given by equation (3). 
70 × 70 × 70 × 70 × 70 × 70 × 70 × 70  =  708  §  5.76 × 1014  §  249.03          (3) 
Here generated passwords have entropy of 49.03 bits, which is highest entropy among all the 
techniques discussed above in section 1.1. In general, higher the entropy for a given distribution of 
passwords, it is more difficult to guess the password and attackers are forced to check larger number of 
combinations. The table (1) presents theoretical brute force online and offline attacks scenario simulation 
against the password generated using proposed technique. 
Table 1. Online and offline brute force attack simulation 
Attack Scenario Expected time to crack 
Online attack: 1000 guesses / sec. 1.85 Hundred Centuries. 
Offline attack: 100 million guesses / sec. 66.72 Days 
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5.3. Memorability 
A good password is often defined as one that is hard to guess and easy to remember. It implies that 
memorability is equally important as security. Once confirmed with security issue, memorability of 
generated password is considered. To help users in memorizing generated password system present users 
both how the password is generated and what word is used to do so. In this way password is presented 
with three chunks (random word, random position string and random character string) of information to 
help in memorizing it.  
6. Conclusion 
Complex password composition policies and policies that require password must be changed after a 
period of time happens to be major obstacle for users. The proposed technique can assist system 
administrators in creating secure and memorable passwords for users with desired complex password 
composition policies. The generated password along with helping information (random word, random 
position string and random character string) will be sent to users. This technique gives several benefits to 
users such as security, and confidentiality. The password generated using proposed technique is more 
secure because it is chosen from a large distribution of passwords and is stronger than user created 
passwords. The proposed technique causes more Confidentiality because in this technique, distinct 
passwords are given to users on different applications. If an application is compromised then rest of all 
are protected. Future work includes determining the memorability of the generated password. Intuitively, 
it can be said that the passwords generated using proposed technique are more memorable than pure 
random passwords. 
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